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General Security Challenges

2

Air interface Satelitte usage

Roaming
Legacy

Third party interfaces & 
edge computing

Cloud &
Virtualization

Management & 
Orchestration

5G Special use cases

Supply chain

Routing & IT



PwC 3

Source: https://www.redhat.com/en/resources/state-kubernetes-security-report-2023

RedHat Report Key Findings
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Why Open RAN Exists? –
The Political Side (Market Concentration)
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Why Open RAN Exists? – The Technical Side

5G is designed for businesses with many
different requirement on:

• Latency
• Amount of devices
• Bandwidth
• Usage patterns
• Mobility patterns
• Different kind of RAN behaviour needed

Intention to create an ecosystem (including
RAN apps using AI/ML) that offers for each
use case the right solution
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O-RAN Development Under Time Pressure – Fast & Furious

2018 In EU 138 trials of 5G networks in 
35 cities

2018 Finnish Operator Elisa Oy 
launched commercial 5G network 

2019/2020 Deployments from U.K.'s 
Vodafone Group PLC, BT Group-owned 
EE, France's Orange SA, Germany's 
Deutsche Telekom AG in 2019 ahead of 
full commercial service in 2020.
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Source: https://www.spglobal.com/marketintelligence/en/news-insights/trending/ZiQiFaN9Tnrf7Dwf6pQmTw2
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History of O-RAN Security
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2018/19 2020 20222021 2023

• 24.10.2020, O-RAN 
ALLIANCE Security 
Focus Group (SFG) first 
time externally mentioned

• Upgrade of SFG to full 
Working Group (WG11)

• Publishing of Test 
specification, Studies on 
Security of Non-RT-RIC, O-
Cloud, Near Real Time RIC 
and xApps and update of 
existing specs

• 05/22 ENISA Report 
Cybersecurity of Open 
Radio Access Networks

• 09/22 US CISA & NSA 
Open Radio Access 
Network Security 
Considerations 

• 12/22 US FCC CSRIC VIII 
Report Promoting Security, 
Reliability, and 
Interoperability of Open 
RAN Equipment

2018
• Foundation of O-RAN in 

February 2018

• 03/23 O-RAN Various 
studies on 
•Security for Shared O-RU 
•Service Management and 
Orchestration, 

•Log Management, 
Application Lifecycle 
Management

• 03/23 Update of existing 
specifications

• 10/23 Threat Modeling and 
Risk Assessment 
specification created

• 10/23 Update of various 
security studies and 
specifications

• June / Oct 2021 first O-
RAN security 
specifications (focus on 
threat modelling, 
protocols and 
requirements)

• 11/21 Publication of 
first security study on 
O-RAN by German BSI

Security Kicks-In
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Source: https://www.lightreading.com/open-ran/us-military-bases-could-get-private-5g-delighting-dish#close-modal
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5G O-RAN Usage by Military
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5G and Beyond Military Installations and Test Beds in US
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Source: https://ieeexplore.ieee.org/document/10210549/
R. Bajracharya, R. Shrestha, S. A. Hassan, H. Jung and H. Shin, "5G and Beyond Private Military Communication: Trend, Requirements, 
Challenges and Enablers," in IEEE Access, vol. 11, pp. 83996-84012, 2023, doi: 10.1109/ACCESS.2023.3303211

https://ieeexplore.ieee.org/document/10210549/
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5G in Potential Joint Operations

10

Source: NATO CCDCOE, https://ccdcoe.org/uploads/2022/06/Report_Military-Movement-Risks-from-5G-Networks.pdf 
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Military Maritime Scenario with Space Connection

Source: Luis Bastos; Germano Capela; Alper Koprulu; Gerard Elzinga;

https://ieeexplore.ieee.org/document/9486402
Potential of 5G technologies for military application
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Mobile Networks are Part of Warefare - Ukraine

Source: ENEA, https://www.enea.com/insights/russia-ukraine-telecom-monitoring/ https://www.enea.com/insights/the-mobile-network-battlefield-in-ukraine-part-1/
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2014 2022

https://www.enea.com/insights/russia-ukraine-telecom-monitoring/
https://www.enea.com/insights/the-mobile-network-battlefield-in-ukraine-part-1/
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Key Performance Indicators of Military Communication Systems

Source: https://ieeexplore.ieee.org/document/10210549/
R. Bajracharya, R. Shrestha, S. A. Hassan, H. Jung and H. Shin, "5G and Beyond Private Military Communication: Trend, 
Requirements, Challenges and Enablers," in IEEE Access, vol. 11, pp. 83996-84012, 2023, doi: 10.1109/ACCESS.2023.3303211
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https://ieeexplore.ieee.org/document/10210549/
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Market

Source: https://data.gsmaintelligence.com/research/research/research-2022/satellite-2-0-going-direct-to-device
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Satellite Types
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Source: Ericsson Technology Review article, Using 3GPP technology for satellite communication
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/3gpp-satellite-communication

https://urldefense.com/v3/__https:/www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/3gpp-satellite-communication__;!!Nyu6ZXf5!vIqYHulfynfeZVtVGWFbEAbAebDQBJXU05Q68CQAjL_ukysN5JqkIsdPyCPbtg8pz-kY6WLCuUESajGQU7JH7jqniBPGSA$
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Device Support
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Sources: https://www.apple.com/newsroom/2023/11/apple-extends-emergency-sos-via-satellite-for-an-additional-free-year/
https://www.theverge.com/2023/11/10/23955416/qualcomm-snapdragon-satellite-shut-down-emergency-sos-iridium
https://www.androidauthority.com/samsung-galaxy-s24-satellite-3379711/
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Direct to Cell (4G Approach) – Example Starlink

Source: https://direct.starlink.com/
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Using Mobile Phones with Satelittes - 2024

Source Mobile World Live / https://www.t-mobile.com/news/un-carrier/first-spacex-satellites-launch-for-breakthrough-direct-to-cell-service-with-t-mobile
20
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Extending Coverage - Backhaul

Source Mobile world live
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Communication in Space Tracks

Legacy Mobile Satelitte 
Services (MSS)

- Aims to integrate
legacy MSS 
technologies into new
smartphones using
MSS spectrum

Examples:

Apple iPhone 14, 
Globalstat, Huawei Mate
50, Bei Dou, Qualcommm
Snapdragon (Iridium)

23

Long-Term Evolution
(LTE) 4G Usage

- Basically puts a 4G base
station (eNB) onto the
satelitte (LEO)

- Requires a coperation
with a communication
service provider

- Can be used with normal
LTE phones

- Called Direct-to-Cell

Example: Starlink

5G Non-Terrestrial
Network (NTN)

- Phones support
features to support
NTN (frequency / 
Doppler shift, mobility, 
RTT, no HARQ)

- Requires location

- Transparent and 
regenerative
architecture

- Focus on LEO
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NTN - Status 3GPP
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Source: Ericsson Technology Review article, Using 3GPP technology for satellite communication
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/3gpp-satellite-communication
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Radio 

https://urldefense.com/v3/__https:/www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/3gpp-satellite-communication__;!!Nyu6ZXf5!vIqYHulfynfeZVtVGWFbEAbAebDQBJXU05Q68CQAjL_ukysN5JqkIsdPyCPbtg8pz-kY6WLCuUESajGQU7JH7jqniBPGSA$
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Fresh from the Oven

Source https://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_102_Edinburgh_2023-12/Docs/SP-231790.zip : 
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5G NTN – Enhanced 5G Phones
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Security Challenges for Space - GPS

Source: https://news.err.ee/1609210817/estonia-also-affected-by-end-of-year-gps-systems-jamming
https://yle.fi/a/74-20067383https://thebarentsobserver.com/en/life-and-public/2023/11/finland-suspects-russia-jams-gps-signals-
essential-weather-balloons
https://www.reuters.com/article/idUSKCN1QZ1WM/
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January 2024

January 2023

November 2023

2018

https://news.err.ee/1609210817/estonia-also-affected-by-end-of-year-gps-systems-jamming
https://yle.fi/a/74-20067383https:/thebarentsobserver.com/en/life-and-public/2023/11/finland-suspects-russia-jams-gps-signals-essential-weather-balloons
https://yle.fi/a/74-20067383https:/thebarentsobserver.com/en/life-and-public/2023/11/finland-suspects-russia-jams-gps-signals-essential-weather-balloons
https://www.reuters.com/article/idUSKCN1QZ1WM/
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Security Challenges for Space – Modems, Terminals, Dishes, Software

Source: https://cyberscoop.com/viasat-ka-sat-hack-black-hat/
https://threatpost.com/black-hat-satellite-comms-eavesdropping-hack/158146/
https://www.theregister.com/2022/08/12/starlink_terminal_hack_black_hat/
https://jwillbold.com/paper/willbold2023spaceodyssey.pdf
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https://cyberscoop.com/viasat-ka-sat-hack-black-hat/
https://threatpost.com/black-hat-satellite-comms-eavesdropping-hack/158146/
https://www.theregister.com/2022/08/12/starlink_terminal_hack_black_hat/
https://jwillbold.com/paper/willbold2023spaceodyssey.pdf
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Security Challenges for Space – NTN Networks

- Telecommunication legacy protection
(core, O-RAN, MEC/edge)

- Telecommunication roaming 
protection

- Parameter protection that would allow
DoS e.g., unavailable period, maxium
time offset, QoS etc

- Jamming protection
- Updating algorithms & protocols
- Protection of new APIs

29
Source: https://citizenlab.ca/2023/10/finding-you-teleco-vulnerabilities-for-location-disclosure/
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• Strife towards a Zero Trust Architecture 
• Find ways to ”manage” legacy security risk through suitable firewalls

and threat intelligence
• Further research into jamming protection e.g., through beamforming, 

frequency agility & magic and slicing isolation levels
• Bring in the toughest security requirements e.g., distributed

architecture, interoperability, multi-domain (sea, land, air, space)
• Involvement of business customers into the design process
• Hands-on testing
• Certification & Validation (specs are only recommendations for usage)
• Post quantumn crypto preparation

Evolution Steps
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Questions?

Silke.Holtmanns@pwc.com

PS: This report was just published on Monday after the conference, but
is very closely related and recommended reading
https://info.enea.com/tracking_on_the_battlefield_report

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication 
without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the 
extent permitted by law, PricewaterhouseCoopers Oy, its members, employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else 
acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it. 

© 2024 PricewaterhouseCoopers Oy. All rights reserved. Not for further distribution without the permission of PwC. “PwC” refers to the network of member firms of PricewaterhouseCoopers International 
Limited (PwCIL), or, as the context requires, individual member firms of the PwC network. Each member firm is a separate legal entity and does not act as agent of PwCIL or any other member firm. 
PwCIL does not provide any services to clients. PwCIL is not responsible or liable for the acts or omissions of any of its member firms nor can it control the exercise of their professional judgment or bind 
them in any way. No member firm is responsible or liable for the acts or omissions of any other member firm nor can it control the exercise of another member firm’s professional judgment or bind 
another member firm or PwCIL in any way.
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